KaK OTKJIIOUYNTb peXxXxnm
ycuJsieHHon 6e3onacHOCTIK
Interner Explorer B Windows
Server

B cepBepHbIX onepaunoHHbIX cucteMax cemenctaa Windows no ymosi4aHuMIo BKJOYEHa
KOHUrypaumns ycuneHHonm 6esonacHocTu Internet Explorer. OHa 3aliunLaeT cepBepbl OT aTak
yepes Beb-cTpaHULbl, yCTaHaBAMBas HacTponku 6esonacHocTn gnsa 6paysepa Internet Explorer.

Ho paHHas KOH(pUrypaums 3a4acTylo MewaeT B paboTe agMUHUCTpaTOpa cepBepa: He OaéT
YCTaHOBUTbL Apyron 6paysep u 61okmnpyeT Beb-pecypchi.

B cTaTbe npuBeAeHa MHCTPYKLKNSA MO OTK/IIOYEHMIO peXrMa ycuneHHon besonacHocTu Interner
Explorer B Windows Server 2022. B 6onee paHHux sepcusax Windows Server gencrteus
aHaNIoOrNYHbIE.

Ona oTKAYEeHNSA OAaHHOM0 peXXmnma HY>KHO caenaTb clegyoulee:

1) 3axogum Ha cepsep rno RDP. 3aTem lyck - lncnetyep cepBepos.
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3)Hangnte nyHKT "KoHpurypauns ycnneHHon 6esonacHocTtu Internet Explorer/IE Enhanced
Security Configuration" n Ha)xmMuTe Ha BkntoyeHo/On.
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4)MoABUTCA OKHO C NapaMeTpaMn KOHGUrypaumm, raoe Hago nepekioynTb COCTOSIHME HACTPoeK B

PROPERTIES
For WIN-BS656MOF350Q

Computer name 'WIN-BS636MOF35Q

Warkgroup 'WORKGROUP
Microsoft Defender Firewall Public: On
Remote management Enabled
Remote Desktop Enabled

NIC Teaming Disabled

Ethernet Instance 0 62.173.138.20, IPv6 enabled

Microsoft Windows Server 2022 Standard
Red Hat KVM

Operating system version

Hardware information

Last installed updates
Windows Update

Last checked for updates

Microsoft Defender Antivirus
Feedback &t Diagnostics

IE Enhanced Security Configuration
Time zone

Product ID

Processors
Installed memory (RAM)
Total disk space

5/30/2023 10:48 PM
Download updates only, using Windows Update
Yesterday at 11:44 PM

Real-Time Protection: On

Settings

(UTC-08:00) Pacific Time (US & Canada)
Not activated

QEMU Virtual CPU version 2.5+
2GB
399 GB

EVENTS
All events | 12 total TASKS =
Filter p >/
-
Server Name 1o} Severity Source Log Date and Time
WIN-BS636MOF35Q 98 Warning Microsoft-Windows-Ntfs System 12/7/2023 7:40:03 AM
WIN-BS636MOF35Q 10149 Warning Microsoft-Windows-Windows Remote Management  System 12/7/2023 £:3%:44 AM
WIN-BS656MOF35Q 8198  Error Microsoft-Windows-Security-SPP Application  12/7/2023 £:3%:18 AM
WIN-BS656MOF35Q 8198 Error Microsoft-Windows-Security-SPP Application  12/7/2023 £:38:13 AM
WIN-BS656MOF350 8198  Error Microsoft-Windows-Security-SPP Application  12/7/2023 £:3%:13 AM
WIN-BS656MOF35Q 134 Warning Microsoft-Windows-Time-Service System 12/7/2023 6:38:30 AM
WIN-RSASAMNFASN 1324

OTkNo4YUTL/Off oNg agMUHNCTPaATOPOB M Nosib3oBaTesnen. Nocne HaxxmuTe OK.
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PROPERTIES

For WIN-BS656MOF35Q

Computer name

‘Workgroup

Microsoft Defender Firewall
Remaote management
Remote Desktop

NIC Teaming

Ethernet Instance 0

Operating system version

Hardware information

WIN-BS656MOF350Q

Last installed updates

5/30/2023 10:48 PM

EVENTS
All events | 12 total

Filter

Server Name

WIN-BSB56MOF35Q
WIN-BS656MOF35Q
WIN-BS656MOF35Q)
WIN-BS656MOF35Q
WIN-BS656MOF35Q
WIN-BS636MOF35Q

WIN -BSASAMOIFISN

ypogenaLn s Lot Download updates only, using Windows Update
Ty Internet Explorer Enhanced Security Configuration X |odates Yesterday at 11:44 PM
Inkernet Explarer Enhanced Security Canfiguration (IE ESC) reduces the
Pu exposure of your server to patential attacks from \Web-based content. Er Antivirus Real-Time Protection: On
En| Inkernet Explorer Enhanced Security Configuration is enabled by nostics Settings
default For Administrators and Users groups. .
En| rity Configuration On
Di Administratars: {UTC-08:00) Pacific Time (US & Canada)
62) : Not activated
'@' () on (Recommended)
Mi QEMU Virtual CPU version 2.5+
Ref 2 (RAM) 2 GB
39.9 GB
@ (Oon (Recommended)
TASKS =
Mote about Internet Explorer Enhanced Security Configuration
cancel
Severity Source Log Date and Time
Warning Microsoft-Windows-Nifs System 12/7/2023 7:40:02 AM
Warning Microsoft-Windows-Windows Remaote Management  System 12/7/2023 6:39:44 AM
Error Micrasoft-Windows-Security-SPP Application  12/7/2023 £:39:18 AM
Error Microsoft-Windows-Security-SPP Application 12/7/2023 §:3%:13 AM
Error Microsoft-Windows-Security-SPP Application 12/7/2023 6:3%:13 AM
Warning Microsoft-Windows-Time-Service System 12/7/2023 €:38:30 AM

o0

JIOKaNIbHOr 0 cepBepa. 3aTeM NnpoBepbTe,
4YTO KOH(Urypaumns ycuneHHom 6e3onacHoCcTu nepewsia B coctossHne OTkno4veHo/Off.
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. PROPERTIES

For WIN-B5656MOF35Q

Computer name

Waorkgroup

Microsoft Defender Firewall
Remote management
Remote Desktop

NIC Teaming

Ethernet Instance 0

Operating system version

Hardware informaticon

WIN-BS656MOF35Q
WORKGROUP

Public: On

Enabled

Enabled

Disabled

62.173.138.20, IPv6 enabled

Microsoft Windows Server 2022 Standard
Red Hat KVM

Last installed updates
Windows Update

Last checked for updates

Microsoft Defender Antivirus

Feedback & Diagnastics

5/30/2023 10:48 PM
Download updates only, using Windows Update
Yesterday at 11:44 PM

Real-Time Protection: On

Settings

[ IE Enhanced Security Configuration

Off

Time zone

Product ID

Processors
Installed memory (RAM)
Total disk space

{UTC-08:00) Pacific Time (US & Canada)
Mot activated

QEMU Virtual CPU version 2.5+
2 GB
399 GB

WIN-BS656MOF35Q 98
WIN-BS656MOF35Q 10149
WIN-BS656MOF35Q 8198
WIN-BS656MOF35Q 8198
WIN-BS656MOF35Q 8198
WIN-BS656MOF35Q 134

MM RSASAMOEISO.. 124

Warning Microsoft-Windows-Nifs

Warning Microsoft-Windows-Windows Remote Management  System

Error Microsoft-Windows-Security-SPP
Error Microsoft-Windows-Security-SPP

Error Microsoft-Window
Warning Microsoft-Window.

Kupunn cospan 7 nekabpsa 2023 07:51:53
Kupunn obHoBun 7 nekabps 2023 08:11:57

EVENTS
All events | 12 total TASKS =
Filter » O)
Server Name ID Severity Source Log Date and Time

Systermn 12/7/2023 T:40:03 AM
12/7/2023 €:3%:44 AM

Application  12/7/2023 £:39:18 AM
Application 12/7/2023 &39:13 AM
Application  12/7/2023 £:39:13 AM
System 12/7/2023 €:38:30 AM
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