KakK HaCcTpouTb
aBToOpuM3aLunio No kKa4dy SSH

SSH-K04YM NCMONb3YIOTCA 0N UAEHTUPUKAUUKW KJIMEHTa NpW NMOAKAYEHUN K cepBepy No SSH-
NpoTOoKoAY. ICnosib3ynTe 3TOT Crocob BMeCTo ayTeHTUdMKaLMM NO NaposIto.

SSH-kN04YKM NpeacTaBnstoT coboi napy — 3aKPbITbI U OTKPLITHIN KJIOY. 3aKPbITbIN J0/XKEH

XPaHNTbCS B 3aKPbITOM AOCTYNe Yy KJMEHTa, OTKPbITbIA OTNPaBAAETCS Ha CepBep N pa3MellaeTcs
B (hanne authorized keys.

Co3pnaHue SSH-knwo4en B Linux Ha npumepe Ubuntu

Ha KnneHTCKOM cTopoHe gosixeH bbiTb yCTaHoBNEH NakeT ssh (openssh). Mpn HeobxoanmocTn
MakeT MOXHO YCTaAaHOBUTbL CriefytoLen KoMaHaomn:

sudo apt-get install ssh

B HekoTopbix OC KOMMNoHeHTbl OpenSSH MOXXHO YCTaHOBUTb OTAE/IbHO A9 KneHTa openssh-
client n oToenbHO oNa cepsepa openssh-server.

sudo apt install openssh-server openssh-clients

Ha KnmeHTCKOM KOMIMbOTEPE B KOMaHAaHoMn CTPOKeE BbINOJIHATE KOMaHAY reHepaunn KJlO4en:

ssh-keygen

BeeaonTte nyTb harna, B KOTOPbINM ByayT MoMeLlleHbl Ko4Yn. KaTasnor no yMos4YaHUO yKa3aH B
ckobkax, B npumepe /goMaliHnn_KaTtanor/.ssh/id_rsa. ECam xoTuTe 0CTaBUTb pacrosioXeHune no
yMoJ14aHuto, Haxxmute Enter.

Maposnb (passphrase) ncnosb3lyeTcsa 4S9 OrpaHMYeHNs AOCTYMNa K 3aKpbiTOMY KJto4vy. Naposb
YCJIOXKHUT UCNOJIb30BaHME KJllo4a TPeTbUMU NNLLAaMU B CJly4ae yTpaTbl. ECnv He xoTuTte
NCMNoNb30BaTb CEKPETHYIO hpa3y, HaxxMuTe Enter 6e3 3anonHeHUsA CTPOKMN.

YcneuwHo creHeprpoBaB Mapy KJ4ein, Bbl yBUANTE YyBeAOMIIEHME:



support@kirill-pc: 2y
Generating publlc#prlw te r pair.
Enter file in which to save the *:y (/home/support/.ssh/id rsa):
Created directory */home/support/.ssh".
Enter passphrase (empty for no pa 5phra=P1
Enter same passphrase again:
Your identification has been saved in /home/support/.ssh/id rsa
Your public key has been saved in /home/support/.ssh/id rsa.pub
The key fingerprint is:
SHA256 : 8KEHYDsYTM88HB56BTqQQVURYTMupaKZ+7psKt /KTQc support@kirill-pc
The key's randomart image is:
+---[RSA 3872]----+

+=.B+%+ |

BN+

OTKpbITbIN KJIIOY XpaHUTCA B harine /ooMawHUiA_KaTanor/.ssh/id_rsa.pub, 3akpbiTbin —
/oomawHuin_KaTtanor/.ssh/id_rsa.

CkonupyunTe OTKPbITbIA KJ1H0Y Ha cepBep B hannl /AoMallHUA_KaTanor/.ssh/authorized keys.
OfOHom CTpoKon:

cat ~/.ssh/id_rsa.pub | ssh username@ip-agpec-cepsepa 'cat >> ~/.ssh/authorized_keys'

Tak>xe Bbl MOXKeTe CKonMpoBaTb Ball KoY npu nomoum ssh-copy-id. JaHHbIN MeTOo4 nogongeT
TeM, 4bsa OC nogaepxmBaeT KoMaHay SSH-Copy-ID, n yaaneHHbIn cepBep nMeeT 4ocTyn no SSH
6e3 koYa. BeBeauTe KomaHay:

ssh-copy-id username@remote_host

Heobxoaumo 6yneT BBECTM Naposib OT MOJIb30BaTENS YAaJIEHHOro cepBepa. Mocne ycnewHoro
noaKatYeHnsa Koy 6yayT nobaBneHbl U Mbl YBUANUM COOTBETCTBYIOLLINIA BbIBO:

) of key(s) to be installed: "/home/support/.ssh/id_rsa.pub"
The auTthT1c1Tv of host ' can't be established.
ED25519 key fingerprint is SHA256:dhlC36R1e2NMwwtySUqWUTjg5E9bocMtsmv4vKmbAGD.
This key is not known by any other names
Are you sure vou wanf to conTanP connecting (yes/no/[fingerprint])? yes
: attempting to log in with the new key(s), to filter out any that are already installed

1 key(s) remain to be installed -- if you are prompted now it is teo install the new keys
.'5 password.

Mumber of key(s) added: 1

Mow try logging into the machine, with: "ssh 'kiril FE
and check to make sure that only the key(s) you wanted were added.
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Tenepb MOXXHO OTKJIIOYUTb Ha CepBepe ayTEHTUMUKALMIO MO NAapOosIo U UCMOJIb30BaTh TOILKO
SSH-kto4WK.

Co3paHue SSH-kn4enm Ha Windows ¢ noMmouwbio PuTTYgen

Ecnn Bbl ucnonblyete OC Windows, To nogkntounTbcs no SSH kK Bawemy (Linux) cepBepy MOXXHO
yepe3 PUTTY nnm QpenSSH. N'eHepauuns KJYEN B 3TOM C/lyYae BbINOJSIHAETCSA TakXXe npu NoOMOoLLNY
3TUX NporpaMmMm. B npumepe Mbl ucnosibzyemMm KameHT PUuTTY.

3anycTuTte npunoxeHne PuTTYgen KoTopoe yCTaHaBAMBaeTcs BMmecTe ¢ PUTTY.

[ £0% DUALTPE

!Ij-,mmee COOTBETCTBUE

PuTTYgen
Knaccudeckoe n PO EHKNE

BbibepuTte TN Kntova SSH2- RSA n Ha)KMUTe Ha KHOMKy "Generate".

B PuTTY Key Generatc

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
() S5H-1 (RSA&) (®) 55H-2 RSA () 55H-2 DSA

Mumber of bits in a generated key:

B npouecce reHepauunn KJIKO4YEN HECKOJIbKO Pa3 NMpom3BOJIbHO MpoeeanTe MbILLIKOW MO 3KpaHy
Nnpunao>XXeHuna ona co3aaHums CJ'Iy‘-IaVIHbIX BE€JINHNH, NCNOJIb3yeMbIX O KJIto4en.
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E PuTTY Key Generator .
File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair (Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

S55H-1 (RSA) S55H-2 RSA S55H-2 DSA
Mumber of bits in a generated key: 2048

Mocne 3aBepLUeHUS CO30aHUSA KJTIOYEN OTKPbITbIV KJ10Y BbIBOOUTCA HA 3KPaH, 3aKPbITbIA XPAaHUTCS
B MaMATK NMpUNoXeHnsa. YTobbl COXpaHNTb 3TU K04 HaxxmuTe "Save public key" n "Save private
key" . YKaxuTe pacnonoxeHue ansios C KJ4aMu.
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g PuTTY Key Generator >
File Key Conversions Help

ey
Public key for pasting into OpenS5H authorized_keys file:

ssh{sa P
AAAABINzAC Ty ZEAAAABICAAAG EAY Sedjbztv Bhz 26t 9B Z7p Rs 7/ ZnWaj0Ch Y BUPz
bDLnZZQKdzN4HE L p U Zopx 75 9KePq VU Sooc NLiCjo Fge XARFT

+027qtkh U PriGruwdCZBfh Egx Pwzwa 1K bzlan bapgt RBb Xk Tdqyw FS TPiFxNnnz 119 293

FVO T+l EnyubZ SugfJgWepEw (¥
Key fingerprint : |55h-rsa 2048 32:59:05:95:97-9e:64:0809e7:37-9c bbab:35:1c |
Key comment: |rsakey-20170510 |
Key passphrase: | |
Corfirm passphrase: | |
Actions
Generate a public/private key pair (Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
i) 55H-1 (RSA) (@) 55H-2 R5A () 55H-2 DSA

Mumber of bits in a generated key:

Mpwn coxpaHeHUn 3aKpPbITOro Kjto4va, ecam He 3anosiHeHo none "Key passphrase" , nosButcs
3anpoc «XO0TUTe 1N Bbl COXPaHUTb KoY 6e3 cekpeTHOW hpasbi?»

PuTTYgen Warning

Are you sure you want to save this key
without a passphrase to protect it?

Aa Her

Tenepb OTKPbITbIN K04 HEOH6X0ANMMO CKOMMPOBaTb Ha cepBep B hans aut hori zed_keys.
Ncnonb3ynte WIinSCP nnn gpyron knmeHT gna pabotbl ¢ harnamun Ha yganéHHom Linux-cepsepe.
Bbl MOXKeTe ckonunpoBaTb (hainl C OTKPLITLIM KJIHOHOM LLEJIMKOM Ha cepBep, 4Tob ero konus
XpaHunacb B nanke .ssh
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* Maiin Komanger BeiBop Coeavnenne Bug Cnpasea

Aapec /root/ ssh
4+ - ]:;] E @ Haiitw draiinel...
{é} v Ouepegs ' HacTpoiikn nepegaun No ymonuaHu - ,f-ﬂ -

& root@ Ié" Hoeoe coeguHenne...
w . [ <KopeHe> 1 1
{7 bin U U Q:
----- boot authorized... id_rsa id_rsa.pub
..... dev
..... Otnp T F :){
""" h':'me OTtnpaewTs aiin public B kaTanor Ha cepeepe
~{z]; lib Ié |,|"rcmt,|" sshf*.* "
@] libe4
..... rmedia HacTpoliki nepenaqm )
_____ mnt PEHMM MEPEAEYM: DBOMHHEI
..... opt
""" proc [ ]nepenasaTh B doHe (nobaEuTes B ouepeak)
W root
i <ch HacTpoiikn nepenayqu. .. |v OTMeHa Cnpaska
""" run BOMBLIE HE NOKASRIBATE 3T0 OKHO
{2 shin ||
A e

OTkponTe hann aut hori zed_keys 4epe3s WIinSCP 1 ¢ann, B KOTOPbIN Bbl COXPaHWUIN OTKPbITbIN
kKoY (public), Ha NoKanbHOM KOMMbIOTEPE TEKCTOBbLIM pefakTopoM. CKONMpynTe 3HavYeHune

KJIlo4a, cCoxpaHuTe n 3akponTe cann B WinSCP.

®ain Komange Beibop Coegunenwe Bug Cnpasxa

Anpec Sroot/.ssh
= - ) &2 [©), Haittu daiinel..  Egl Nonyunte = [ Npaswute » [ 3¢ Ceoiictea 4 [

& < Ouepeap * Hactpoiikn nepegaun Mo ymonuanno - (-

& root@ ﬁ Hoeoe coegnHeHme. .
W [ <KopeHe® . 1 0
{7 bin U u Q: U
----- boot authorized... id_rsa id_rsa.pub public
..... dE"-" - 3 . - - T .
_____ ete |:| oot/ .ssh/authonzed_keys - root@ - PepakTop - Win5CP
""" r;’me (==NE BB €. = Koawpoeka = [ | Leer~ &% @
L
@ lib64 ssh-rsa AAAB3INzallyc2EAARAADAQABAAABAQCOYxLvwBt5sRyQgQFrd85uh1NV+2KZBL
----- media
_____ mnt ssh-rsa
_____ opt AAAABINZzaCly c 2EAAMAB JQAAAQEALIY9sdjbztwShzZ619BZZpRs7 / LnkgjBCbYsU
_____ proc PzbDLnZZQKdzNAHBLpUZopx759KePqVU90ocNLiCjoFgeXAbFT+oliqtkhUPrGrh
- root ®x1CZBFhEgxPwzwalK /bzlan5apgtREBbXkTAqyvFOTPiFxNnnz1L9112g3FVOT+IE
P ch |NyubZ5xgflghlepEv+7tPPpGjakQud /AcylhYxLeBhmEaaEkRyek(C13UgqEzw8srUZ
_____ run UMUAyGRAPWIRSovGeeiV5 L fvecI17qB+DXmGHPvonDEXLEZY 1+ 9gPAULIBYY1iD]
{2 sbin Ku/gFxNZXc0sDByKGmessnVBGDOEVonDMUCMOAk sVBySET ZIMTw==
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Mpwu 3anycke PUTTY yKa)KuTe NyTb K 3aKPbITOMY KJIO4Y Ha JIOKaJIbHOM KOMMbloTepe. 1715 3Toro Bo
Bknagke "Connections" - "Auth" Bbibepnte HeobX0AMMbIN NYThb.

ﬁ:.." Configuration )
Category:
- Bell ~ | Options controlling 55H authentication |
- Fegtures
= Window [] Bypass authentication entirely (SSH-2 anly)
- Appearance Display pre-authentication banner (55H-2 only)
Behamn.ur Authentication methods
- Translation
- Salection Attempt authentication using Pageart
- Colours [] Attempt TIS or CryptoCard auth (SSH-1)
[=- Connection Attempt "keyboard-nteractive” auth (S5H-2)
E;t; Authentication parameters
- Telnet [ ] Allow agert forwarding
- Rlogin [ ] Allow attempted changes of usemame in 55H-2
=-55H Private key file for authentication:
- Kex |C:\Hsa4ce'_.'s‘-.pri1.rate.ppk Browse. ..
- Cipher
[=- Auth
. GSSAPI
X1
- Tunnels b
£ >
About Open Cancel

Tenepb MOXXHO OTKJIIOYUTb Ha CcepBepe ayTEeHTUPMKALMIO MO NaposIo U UCMOSIb30BaTb TOJILKO
SSH-kto4n.

OTKOYEHME ayTEHTUDUKALIML MO NAPOIO

Moaoknt4ynTeCh K cepBepy nMo SSH, ncnosb3ysa Nnapofb, n oTkponTe dhann /etc/ssh/sshd_confi g ana
pefakTUpPOBaHUS.

Y6enmnTech, YTO yKa3aH NpaBuJibHbIA NMYTb K OTKPbITbIM KJlo4aM SSH, NocTaBbTe 3HaYeHne
napameTpa

PasswordAuthentication no.
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52 to be dis

55h_.r"authm'ized_kejf5

xredarded

Mepe3anyctute cnyxby sshd komaHaom:

service sshd restart

FoToBo! MNocne nepesanycka caybbl NOAKOYANTECHL K CEPBEPY.

Bepcusa #6
Kupunn cosgan 31 aHBaps 2024 10:41:10
Kupunn obHoBun 5 pespans 2024 07:50:34
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