Kak pobaBuTb NpaBuIo B
Windows Fierwall

®anpeon (Firewall) - 3To ycTponcTeo ceTeBon 6e30MacHOCTM, KOTOPOE OTCAEXMBAET BXOAALLNA 1
ncxogsauwmm ceteron Tpaduk. ®anpeon paspellaeT Win 610KMpyeT NMakeThbl AaHHbIX Ha OCHOBE
Habopa npaBua 6e3o0nacHOCTN. YacTO MOXXHO BCTPETUTb UAEHTUYHbBINA MO CMbICNY TEPMUH
BpaHamayap. TakXe B pyCCKOM SA3blke BCTPeYaeTCcd HanncaHune "gaepson".

C nomouybto 6paHgmayspa (Firewall) MOXKHO OrpaHNYnTb OOCTYN B UHTEPHET OJ19 BCEX, KPpOMe
KOHKPETHbIX MporpaMM. TakXe MO>XHO pa3peLllnTb COeANHSATLCS C KOMMbIOTEPOM, Ha KOTOPOM OH
YCTAHOBJ/IEH TOJIbKO M3 BHELLHEN CETU NN TOJIbKO U3 BHYTPEHHEN CeTU, TOJIbKO Mo
onpeneneHHoMy NopTy, C onpeaesieHHbIX ip-agpecoB U T.4.

Bpangmayap (Firewall) B windows npeactasnsaeT cobon Habop npasu. [NMpaBuao 3TO onnucaHme
pa3peleHnsa nnm 3anpeTta coeguHeHnsa. OHM MoryT ObiTb BXOAAWMMN N UCXOOALLNMMU,
perynnpyrowmmMmmn 4OCTYM K 3TOMY KOMMbIOTEPY WX C 3TOF0 KOMMbOTEpPa B CETb.

Hanpumep, ecnm xotute 4T0bbl Baw canT 6611 4OCTYNEH U3 BHeLWHen ceTn, Heobxoanmo
HacTpouTb npaBuno Firewall.

OaHHaga MHCTpyKuKna HanucaHa onga Windows Server 2022. na gpyrux sepcuin OC Windows oHa
TaK>Xe rnpMMeHunma.

Ons HacCTpPOMKM NpaBuia caenante ciegyoLllee:

1.Moakn4YnTEeCh K CBOEMY CepBepy 1 HakmuTte "Myck" - "MNaHenb ynpasneHunsa(Control Panel)".
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2. BuibepuTe pasnen "Cuctema n 6esonacHocTb(System and Security)"
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3. BoibepuTe pa3sgen "bpanHamayap Windows" (Windows Defender Firewall)
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4. B ctonbue cneBa Bbibepute dononHutensHble napameTpbli(Advanced settings)
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ﬂ Windows Defender Firewall

<« A ﬂ » Control Panel » Systermn and Security » Windows Defender Firewvall
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5. B OTKpbIBLLEMCS OKHe nepenanTe B pasgen “lMpasuia onsa sxooawmx nogkatodeHnin” (Inbound
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nporpamMmmbl NJin NCroJib30BaTb CTaHAapPTHOE NMpPaBuJ10 A4 CTaHAAPTHbIX CIIy>K6 Windows. Mo>XxHoO
TaK)XXe Co30aTb NOJIHOCTbIO HaCTpaunBaeMoe npasnio nona Bawiu HY>XXbl.
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ﬁ' Mew Inbound Rule Wizard

Rule Type

Select the tepe of firewall rule to create.

Steps:
& Rule Type “what type of rule wauld you like to create’?
@ Protocol and Ports
@ Action ) Program
@ Profie Rule that controls connections for a program.
@ Mame ® Port
Rule that controlz connections far a TCP or IDP port,

) Predefined:

Alloyn B outer
Rule that contrals connections far a Windows expenence.

() Custom
Cuiztom le.

< Back I Cancel

7. Boibepem Tun NpoTOKOa Aas8 puabTpaumm Tpaduka, 3To MoXeT bbiTb nbo tcp nnbo udp, nopT
MOXXeT BbITb 060N NN BoobLLLE MOXXHO OTKPbITb-3aKpbiTbh BCE NOPThl. B HaweM npumepe Mol

oTkpoem 80 nopT Ana npoTokona tcp.
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ﬁ' Mew Inbound Rule Wizard

Protocol and Ports

Specify the protocalz and parts to which thiz e applies.
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8. [anee onpenennm, 4To UMEHHO OOJ/KHO AeaTb NPABUJIO - pa3peLlaTb UK 3anpewaTb
TpadurK No yKasaHHbIM HaMX Ha NMpeablayLLeM Lware nopTamM. Mbl paspelmm Tpadurk B HalLleM
npumMepe.
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ﬁ' Mewr Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.
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9. YKa)keM A1 KaKon ceTu AO/HKHO NPUMEHSATbLCSA 3TO NpaBuio. JOMeHHOW, YaCTHOM Unun
nybanyHon. Ecnm Bl He 3HaeTe, Kakyto BbibpaTb, BbibepuTe BCE TpML.
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ﬁ' Mews Inbound Rule Wizard
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10. Ha nocnegHeM Lware 3aganTte MMsa Npasusa 1 onmcaHmne(ecnn Heobxoaommo).
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11. F'oToBO. Tenepb AaHHbIA NOPT OTKPLIT. B cnucke "MpaBnn ona BXO4AWMUX MNOAKAOHEHNIA" Mbl

MOXeM yBNOETb TOJIbKO YHTO CO3O0aHHOE npaBuno.
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